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| MUNHETRRCTHO HCTHIM

ITPUKA3
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006 yrBepxIeHHH MPO¢ecCHOHATBLHOIO CTAHAAPTA
«Cnenuanauct no 3amure HHGOPMaNHH B ABTOMATHU3HPOBAHHBIX CHCTEMAX)

B coorBerctBuM ¢ 1nyHktomM 16 [lpaBun  paspaGoTkd M YTBEPKICHHA
Npo)eCCHOHANBHBIX ~ CTAHJApTOB,  YTBEPXICHHBIX — IOCTAHOBICHHEM IpaBuTenscTBa
Poccuiickoii @epeparu ot 22 smBaps 2013 1. Ne23 (CobpaHme 3aKOHOAATENBCTBA
Poccuiickoii @enepanmn, 2013, Ne 4, cr. 293; 2014, Ne 39, cr. 5266),mpuKa3 b Balo:

1. VTBepauTh mpuiaraeMsii npodeccHoHaNbHbIH cTaHnapT «CreluankcT Mo 3aluTe
MHG(OpMALMH B aBTOMaTH3HPOBAHHBIX CHCTEMAX)).

2. TlpusHath YTpaTHBIIMM CHITy [PHKa3 MHEHHCTEPCTBa TPY/a H COLHMANBHOH 3allATbI
Poccuiickoii ®epmepaumu ot 15  ceHTAOpA 2016 1. Ne 522 «OO0 yTBEpXIECHHM
npodecchonansHoro  cragiapra  «CrempanucT 10 3almre uHpopMalMu B
ABTOMATH3HMPOBAHHBIX CHCTEMAX» (3apeTHCTpUpoBaH MUHHCTEPCTBOM FOCTHIIMH Poccuiickoit
®enepatmn 28 centsops 2016 r., peructpanuonHsiii Ne 43857).

3. YCIaHOBUT, YTO HACTOSIIMI TpHKa3 BCTymaer B cwily ¢ 1 mapra 2023 . u
neiicteyer 1o 1 maprta 2029 r.

Munuctp A.O. KotsixoB
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I. O6mue cBeaenus

O6ecrneuenne 6e30MacHOCTH HHPOpMaLUY B AaBTOMATH3HPOBAHHBIX CHCTEMAX,
VICIIOJIB3YEMBIX B TOM UHCIIE Ha 00BEKTaX KPHTHYECKOH HH(OPMAIMOHHOK 06.033
HH(PACTPYKTYPHI, B OTHOLIEHAN KOTOPEIX OTCYTCTBYET HEOOXOAMMOCTE '

IIPpHUCBOCHUS UM KaTCl"OpI/Iﬁ 3HAYUMOCTH
(HaMMeHOBaHNe BUA NIPODECCHOHANBHOM AESTENbHOCTH) Kon

OcHoOBHAasA LEIb BHJA HpO(l)CCCHOHaJIBHOfI JCATCIBHOCTH:

- TloBsIlIeHHE 3aIMIIEHHOCTH aBTOMATH3UPOBAHHBIX CHCTEM, (YHKIIHOHUPYIOIHX B YCIOBHAX
| CyIIeCTBOBAHHS yIpo3 B HHGOPMAIMOHHOK chepe u obnagaronmx HHGOPMALIHOHHO-
| TEXHOJIOTMMECKHMHM PECYPCAMH, OJUIEKAIMMH 3allIHTe, HCTIONB3YEMBIX B TOM HCIIC HA obBeKTax
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KPHTHYECKOH HH(POPMAIHOHHOH HH(PACTPYKTYPEI, B OTHOIEHHH KOTOPBIX OTCYTCTBYET
HEO0OXO0JMMOCTh IIPHCBOCHHS UM KaTErOpHUi 3HAYHMOCTH

['pynna 3aHATHIA:
1213 PykoBoauTeny B 00acTH 2512 Pa3paboTunky MporpaMMHOrO
olpezesIeHUs MOMTUKY H obecneueHus
IUTAHMPOBAHUS ACATEIBLHOCTH
2523 CrnenuanucThl 10 KOMIbIOTEpHEIM | 3513 CrenanucThl-TeXHUKHA 110
CETAM KOMITBIOTEPHBIM CETAM M CHCTEMaM
(xon OK3!) (HauMeHOBaHUE) (xonq OK3) (HauMeHOBaHHUE)

OTHeceHHE K BUIAM SKOHOMHYCCKOM EeSITEIBHOCTH:

62.09 JleqTeNnbHOCT, CBA3aHHas C UCIIOIb30BAHMEM BHIYMCIIHTEILHON TEXHUKH H
UH()OPMALVIOHHBIX TEXHOJIOTHHM, IIpoYast

(xon OKBDJI1?) (HaMMEHOBaHKe BH/Ia 5KOHOMUYECKOM JEATENLHOCTH)
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II1. XapakTrepucTHKa 0000eHHBIX TPYAOBLIX (pyHKIHii

3.1. O606mennas TpyxoBas GpyHKIHNA

OO6cnyKHBaHHE CHCTEM 3allIUTHl HHPOPMAIIMH B
ABTOMATH3HPOBAHHBIX CHCTEMAX, HCIIOIb3YEMBIX B

TOM YHCJI€ HA 00bEKTaX KPUTHICCKOR VposeHb
HanmeHoBaHue . Kon A 5

nH(OPMALMOHHOH MHPPACTPYKTYPhI, B OTHOLICHHH KBaTMQUKALHH

KOTOPBIX OTCYTCTBYET HEOOXOAUMOCTD IPUCBOCHHUS

UM KaTeropui 3HaYMMOCTH
[TponcxoxaeHue

N " 3auMCTBOBaHO M3
000611IeHHO TPy AOBO# OpuruHan X
opuruHana
(yHKUUH
Koxn PernctpauOHHBIN
opHrMHana HOMED
1pogecCHOHATLHOTO
cTaHzapra

Bo3moxHbIe Texnuk no 3amute uHbpopMmanuu I kareropun
HaUMEHOBaHHS Texuuxk no 3amute nHbopmanuu Il xkateropuu
JOJDKHOCTEH, TexuuK 110 3auuTe HEPOpPMAUK
npodeccuit
Tpebopanus K Cpennee npodeccHoHATBHOE 06pa3oBaHKe — POrpaMMBI IOJTOTOBKH
o06pa3oBaHHIO ¥ CIIEIIMANICTOB CPEXHErO 3BEHA IO MIPOGHITIO AEATENLHOCTH
00y4EHHIO

TpeGoBanMs K OMBITY | Jyisi IOJDKHOCTEH C KaTeropHei — ONbIT paGoThl B JOJDKHOCTH ¢ Goree
TIIPAKTHYECKOH paGoTHI | HH3KOM (TIpe/IeCTBYIONIEH) KaTeropHeii He MEHee OJIHOTO ro/a

Ocobsie yciioBus -
Jonycka k pabore

Hpyrue PexoMeH/IyeTCs IONOIHUTENBHOE MPOohecCHOHANTBHOE 00pasoBaHue —
XapaKTEPUCTHKH TIPOrpaMMbI [OBBILICHHS KBATH(HKAIMH B 00/1acTH HHGPOPMALHOHHOM
6e30macHOCTH

JTormoTHUTENbHBIE XapaKTEPHUCTHKH

HaunmeHoBanue Ko HaunmenoBanue 6a30B0i IPyIIIILL, JOKHOCTH
JIOKYMEHTA (mpodeccun) UM CIENHUAILHOCTH
OK3 3513 CrelHaIMCTHI-TEXHHKHU M0 KOMIIBIOTEPHBIM CCTAM M
cucTeMam
EKC? - Texnux mo 3amurte HHGOpMAIHU
OKIIATP* 27032 Texuuk 1o 3amurte HHGOpMAIH
OKCO® 2.10.02.01 Oprasu3anys ¥ TEXHOIOTHS 3aIllUThl HH(pOPMAIMH
2.10.02.02 NndopmanponHas 6€30MaCHOCTb
TEIEKOMMYHHMKAIIMOHHBIX CHCTEM
2.10.02.03 NnpopmanmonHas 6€30MaCHOCTh aBTOMaTH3UPOBAaHHBIX
CHCTEM




3.1.1. TpynoBas pyHKuus

IIpoBeeHHE TEXHMIECKOTO 00CITY)KUBaHUA VposeHs
HaumeHoBaHKMe | CHCTEM 3aIUTHI HHPOPMALIAH Kog i A/01.5 | (momypoBeHb) 5
aBTOMAaTH3UPOBAHHEIX CHCTEM KBaIHUKAIMH
IpoucxoxaeHne TPyI0BOH Opurmman X 3aMMCTBOBAHO H3
byHxuun OpHruHana
Kon PerucTpallHOHHBIH
OpHTHHATA HOMEp
npodecCHOHAIBHOTO
cTaHgapTa
Tpynosele nelcTBUS [IpoBepka  paGOTOCIIOCOOHOCTH ~ CHCTEMBI  3aIIUTHI uHpopManuu

aBTOMaTHSHPOBaHHOﬁ CHCTCMBI

KOHTpOJ'IB COOTBCTCTBHUA Konqmrypaunn CHUCTEMEI 3allNTHI I/IH(l)OpMaIII/II/I
aBTOMaTI/I3Hp0BaHHOI71 CHCTEMEI €C 3KCIIJ'IyaTaI.II/IOHHOI71 JOKYMCHTAIIUH

KOHTpOJ'lIJ CcTaOMIIBHOCTH XapaKTCPUCTHK CHUCTEMBI 3alUTLI PIH(bOpMaIII/II/I
aBTOMaTH3Hp0BaHHOﬁ CUCTEMBL

Heob6xoauMbie yMEHHS

KoHQUrypHpOBaTE  NapaMeTpsl  CHCTEMBI  3aIMTHl  WH(bOpMAIHH
aBTOMATH3HPOBAHHON CHCTEMBI B COOTBETCTBHH C €€ JKCIUIyaTalHOHHOH
JOKyMEHTaluen

OGHapyXMBaTh U YCTPAHATb HEHCIIPABHOCTH CHCTEMBI 3aIIMTHI HHpOpMaLHH
aBTOMAaTH3MPOBAHHOM CHCTEMBI COTJIACHO HKCILTyaTal[MOHHOM
JOKYMEHTalluu

HpOI/ISBOI[I/ITB MOHTaX ¥ JHAarHOCTHKY KOMIILIOTCPHBIX cereit

Wcmonp3oBaTh  THNOBBIE — KpUITOrpadUyUecKHe  CPE/ICTBa
nH(OpMALMK, B TOM YHCIIE CPEACTBA JJIEKTPOHHOM MOMTHCH

3alllAThL

HeobxoauMele 3HAHUA

Tunossie cpeactBa U METOIbI 3aHIMTBI I/IH(l)OpMaIII/II/I B JIOKAJIBHBIX H
rJI00ABHBIX BEUHCIIUTENBHBIX CETIX

bazoBas KOH(pUTypanus CHCTEMBbI uHdopmanun

aBTOMaTHSHPOBaHHOﬁ CHCTECMBI

3alIUThI

Oco6GeHHOCTH TNpPHMEHEHHS TNPOrPaMMHEIX H IPOTPaMMHO-aNMapaTHBIX
CpeICTB 3alMThl HHPOPMAIIMM B ABTOMATH3MPOBAHHBIX CHCTEMAX

TumoBsle  CpEACTBA,  METOABI M NPOTOKONBI  MAEHTH(HKALMH,
ayTeHTU(UKAIMHA ¥ aBTOPH3aLAK

HopMaTuBHEIE NPABOBLIC aKTHI B 00IACTH 3aIIMTEI HH(OpPMALIUHU

Opranu3a¥OHHbIE MEpHI IO 3alATe HAGOPMALUH

Hpyrue

XapaKTEepHUCTHKH

3.1.2. TpynoBas pyHKUHsI

HaunmeHnoBaHue

[TpoucxoXAeHHE TPYAOBOH
(dyHKIUH

Benenue TeXHUIECKON TOKYMEHTAIHH, YpoBeHb
CBA3aHHOM C 3KCILTyaTallued CHCTEM 3alllATHI Kon | A/02.5 | (momypoBeHb) 5
uH(opMali aBTOMAaTU3HPOBAaHHBIX CUCTEM KBANM(UKALHY
Opurmman X 3aMMCTBOBaHO M3
OpHIHHANA
Kon PerucrpanioHHbIH
OpHUrHHaNa HOMED
npodeccHOHATEHOTO

craHgapTa




TpynoBbie aeiicTBuA

Benenne J0KyMEHTOB ydera, oOpabOTKM, XpaHEHHs H IEpENayu
HH(pOpMAIH OrpaHHYEHHOTO N0CTyIa

Nudopmuposanue mepconaia 06 yrposax 6e30nacHOCTH HHPOpMaLyH

WudpopmupoBaHue NepcoHaNa O MpaBHIIaX SKCILTyaTalld¥ CHCTEMBI 3allUTHI
aBTOMATH3HPOBAHHOM CHCTEMBI H OTACIbHBIX CPEACTB 3alINTH HH(POpPMAaUK

Bezenne IPOTOKONIOB M XYPHAIOB yYeTa IPH W3MEHCHHH KOHQHIrypauuu
CHCTEM 3alIUTH HH(POpMaIHK aBTOMATH3MPOBAHHBIX CHCTEM

Benenue IPOTOKOJIOB U XXKYPHAJIOB Y4Y€Ta IIPH OCYIICCTBICHHH MOHUTOPHHI'A
CHCTEM 3alllUThI I/IH(i)OpMaIII/II/I ABTOMATU3UPOBAHHBIX CUCTEM

BeneHne HpPOTOKOJIOB W JKYPHAJIOB ydeTa IIPHU OCYIIECTBICHHH ayauTa
CHCTEM 3aIIUTEI HH(POPMAIMN aBTOMATU3HPOBAHHBIX CHCTEM

IMoaroToBka cBeAcHH 00 OTCYTCTBHM HEOOXOIMMOCTH INPHCBOEHHS
KaTeropuii  3HAUMMOCTH OOBEKTy KpHTHYECKOH  HHQOPMAIMOHHOH
HH(PACTPYKTYpsl, Ha KOTOPOM HCHOJB3YEeTCS aBTOMAaTH3UPOBAHHAsA
CHCTEMa, M HaOpaBlieHHE B IHCHBMEHHOM BHAE OSTHX CBEICHHUH B
denepanbHEIA OpraH HCIIONHATENBHOM BIACTH, YIIOJTHOMOYEHHBIH B 001aCTH
obecneyeHus 0e30macHOCTH KpUTHYECKON uHGOPMaIMOHHON
uHbpacTpykTyphl Poccuiickoit Pezepaliyu, o yTBEPKACHHOH HM dopMe

HeoOxoauMele yMeHUs

O¢opMIsTh JOKYMEHTAIMIO IO PErJIaMEHTAMH MEPONPHATHH U OKa3aHHUIO
ycIIyr B 00J1aCTH 3aUIUThl HHGOpPMAIMH

O(bOpMJIﬂTB TEXHHYICCKYIO JOKYMCHTAITUIO B COOTBCTCTBHHA C
HOpPMATUBHBIMH IIDABOBEIMH aKTaMH B 00J1aCTH 3aIUTHI I/IH(i)OpMaIII/II/I

Heo6xoauMble 3HaHUS

HopMaTHBHEIE TIPaBOBbIE aKTH! B 00JIACTH 3aIIMTE HHPOpPMALMH

OCHOBHBIE METOIMYECKHE H DPYyKOBOIMIIHE JOKYMEHTH (eaepalbHbIX
OpPraHoB  HCIOJIHUTENBHOM  BIAacTH, YHOJHOMOYEHHBIX B  00JjacTu
obecreyeHus! THPOPMAHUOHHOM 6€30macHOCTH, 6e30ImacHOCTH HH(OPMALIUH
B KJIIOUEBBIX  CHCTeMaX  HH(GOPMAIMOHHOH  HHQpPacTPYKTYypBHI,
NPOTHBOJEHCTBAS. TEXHWYCCKHM pa3sBENKaM M TEXHHYCCKOH 3aIUTHI
uHOpMauu

DKCIUlyaTalMOHHas M MPOEKTHas JOKYMEHTallMs Ha aBTOMAaTH3HPOBAHHYIO
CHCTEMY

OcHoOBHBIE MCTObI OpraHu3any 151 IIPOBCACHUA TEXHUYCCKOTI'O
06CIIy)KI/IBaHI/ISI TCXHHYECCKHX CPCACTB I/IH(i)OpMaTI/BaIII/II/I

OpraHu3alMOHHbIE MEPHI 110 3allUTe HHpopMaUK

Hpyrue
XapaKTEPUCTHKH

3.1.3. Tpyaosas pynkuus

TIponcxoxaeHue TPy 10BOi
byHKIMH

OO0ecrieuenne 3auTH HHGOpPMaH IIPH VposeHb
HauMmeHoBaHHe | BBIBOJIE M3 SKCILTyaTal[ii aBTOMAaTU3HPOBAaHHBIX | Kox A/03.5 | (momyposeHs) 5
CHUCTEM KBaTM(pUKaLuA
3auMCTBOBAHO M3
OpurpHan X
OpHTHHAJA
Kon PerucrpannoHHbIH
OpUruHajia HOMEp
HpO(l)eCCI/IOHaIILHOFO

cTaHaapTa




TpynoBsle aeiicTBus

BxmiodeHre B OpraHM3allHOHHO-PACTIOPSAAUTENBHBIE JOKYMEHTHI 110 3aI0UTe
uHGOpMAlli [POUEAYp YHHUYTOXKEHHA (CTHpaHHs) HH(popManud Ha
MAIINHHBIX HOCHTEISX, a TaKKe KOHTPONS YHHYTOXKEHHS (CTHpaHMs)
uH(popMau

YHuuTOXeHKe (CTHpaHue) HHGOPMalUy Ha MAIIMHHBIX HOCHTEIAX MPH HX
nepenaye MEX/y MOIb30BATEIIMH, B CTOPOHHME OpraHU3alliy UL PEMOHTA
WJIN YTUIH3AIMH, 4 TAKOKe KOHTPOJIb YHHUTOKEHHS (CTUPAHHS)

duspdecKkoe  yHHYTOKEHWE MAIIMHHBIX  HOCHTeNed  MHQopmaimw,
00pabaTsiBacMO# aBTOMATH3MPOBAHHON CHCTEMON

ApxuBrpoBande HHpopMaluy, o6pabaTLiBaeMOM aBTOMATH3UPOBAaHHOMN
CHCTEMOMH

Heob6xoaumMble yMEHHS

Hcmonp3oBath MporpaMMHBIE CPEIACTBA IJIs1 apXUBHPOBAHKSL I/IH(i)OpMaIII/II/I

HWcnonp30Bath NpOrpaMMHBIE M IPOrPaMMHO-AlapaTHBIC CPEACTBa Ui
YHUYTOXEHHMS (CTHpaHus) MHGOPMAIIMH B HocHTeNei nHdopmanuy

Wcnons30BaTk  THOOBBIE — KpUNTOrpadMdeckWe  CpEICTBA  3alIMTHI
MHGOPMALMH, B TOM YHCJIE 3JIEKTPOHHYIO MOAMACh
Heob6xoaumsble 3Hanus | [Ipouenypsr apXWBHPOBAHHUS HHpOpMAIIUH, obpabaTtsiBacMOi

aBTOMAaTU3UPOBAHHON CHCTEMOH

Ha3Hauenue M [PUHOUINB  PabOTHI
TEXHHYECKHMX CPeACTB MHQOPMaTH3aIMH

OCHOBHBIX Y3JIOB COBPCMCHHBIX

OpraHmaumI TEXHHUYCCKOTO O6CJIy)KI/IBaHPISI H peMOHTa KOMIIOHCHTOB
aBTOMaTI/BI/IpOBaHHOﬁ CHCTCMEBI

ITponenypsl yHHUYTOXEHHS (CTHpaHus) HHpopManuu Ha MAIIHHHBIX
HOCHTEIISIX, a TAKXKEe KOHTPOJIsS YHHYTOXEHHS (CTHPaHHs) HHPOpMalHH

HOpMaTI/IBHI:IC IIpaBOBLIC aKThI B 00J1acTH 3aIlUThI I/IH(bOpMaI_II/II/I

OcHOBHBIE METOJAMYECKHE U PYKOBOJAIME JAOKYMCHTEI YIIOTHOMOYUCHHBIX

Hpyrue

XapaKTCPUCTHUKU

(benepaanHx OpraHoB KUCIIOJIHUTEIHLHOM BJIACTH IO 3alUTE HH(bOpMaIIPII/I

3.2. O60o0mennas TpyaoBas GyHKIHuA

ObecneueHne 3amThl HHGOPMAIHHU B
aBTOMATHU3UPOBAHHBIX CUCTEMAX, UCIOIB3YEMBIX B
TOM 4HCIIE HAa 00BEKTaX KPUTHYECKOH
o YpoBeHb
Hanmenosanue | HHQOPMALMOHHON HHGPACTPYKTYpHI, B OTHOWEHAN = Kox B P — 6
KOTOPEIX OTCYTCTBYET HEOOXOIMMOCThH IPHCBOCHUS
MM KaTeTOpHil 3HAYUMOCTH, B MPOIIECCE UX
JKCIULyaTallui
[MpoucxoxaeHne
N ., 3anMCTBOBAHO U3
06061IeHHO TPy XOBOH OpuruHan X
OpuruHana
(hyHKuMn
Kon PerucrpaurioHHbIH
OpUrHHAJa HOMep
podecCHOHANBHOTO
craHjapTa

Bo3MoxHbBIE
HAMMCHOBAHUS
JIOIDKHOCTEH,
npodeccuit

WmxeHep no 3amure HHbopManuu

Cuenpanuct no 3aiure uHpopMalrH | KaTeropHu

Cremuamict 1o 3amurte naopmarmn Il kareropuu

CrenMaiucT 110 3amure HHpopMaruu

VKeHep-IporpaMMHCT [0 TEXHUYECKOH 3amure uHpopmauuy I kareropuu
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HHxeHep-IporpaMMHCT 110 TeXHWYeckoit 3ammTe uHGopMauuu I xareropuu
WHxeHep-mporpaMMHUCT IO TEXHHYECKOH 3alyTe HHPOpMayH
Hmwxenep-nporpammuct I kareropuu

Umxenep-nporpammuct Il kareropun

Hmxenep-nporpammuct I xareropun

Wmxenep-nporpaMMHUCT

TpeboBanus K
00pa3oBaHHIO U
00yueHHIO

Briciee o6pazoBanue — 6axanaBprar B 001acTi HHGOpMAIMOHHOMI
0e3011acCHOCTH

TpeGoBaHHUsA K ONBITY
HMPaKTHYECKOH pabOoTEI

JUist IOJDKHOCTEH ¢ KaTeropueil — OIbIT padoThI B JOIDKHOCTH ¢ Ooiee
HHU3KOI (mpeiecTByomei) Kareropuei He MeHee OJTHOro roja

Oco0bIe yclioBus
Jonycka K pabore

Hanmure fomycka K ToCyJapcTBEHHOM TaitHe® (IIpr He0OX0AUMOCTH)

Hpyrue

XapaKTEPUCTHKHI

I[OIIOJ'IHI/ITCJIBHHG XapaKTEPUCTUKH

HaumenoBanue Kox HawnmenoBanue 6a30B0ii rpyIibl, JODKHOCTH
JOKYMEHTa (mpodeccun) MM CHENUAIBHOCTH
OK3 12523 CrienuamicTsl 10 KOMIIBIOTEPHEIM CETAM
EKC — HmxeHep-nporpaMMICT (IPOrPaMMHECT)
- VmxeHep-IporpaMMHUCT 110 TEXHMYECKOH 3alMTe
uHpopmau
OKIIATP 22567 Hmxenep 1o 3amurte HHGOpManyu
22824 WmxeHep-nporpaMMHUCT
26579 Crenuanuct 1o 3amuTe HHGOopMayl
OKCO 2.10.03.01 Wndopmanmonnas 6€30macHOCTb

3.2.1. Tpyaosas pyHKuHUS

JInarHocTHKA CHCTEM 3aIIHTH HHGOpManuy YposeHb
HaumeHoBaH#e aBTOMATH3HPOBAHHBIX CHCTEM Kon | B/01.6 | (moyposet) 6
KBannpuranum
HCXOKICHUE oBOM 3auMCTBOBaHO U3
llpo A TPy OpurgHan X
$yHKUHH opHur1Hana
Kon PeructpaunoHHBIH
OpHTHHAJA HOMEDP
npoeCcCHOHATIBHOTO
CTaHgapTa
TPYIIOBI:IG I[CflCTBI/Iﬂ O6Hapy>KeHne UHIIUACHTOB B IIponccce 3KCILIyaTalluu
aBTOMaTI/I3I/Ip0BaHHOﬁ CUCTCMEI
HI[CHTHQ)HK&HI/ISI HUHIUJACHTOB B mponccce JKCITyaTalluu

aBTOMaTHSHpOBaHHOfI CHCTCMBI

OIIeHKa 3aI0UMIEHHOCTH aBTOMAaTH3HPOBAHHBIX CUCTEM C [TIOMOIIbIO THIIOBBIX
IporpaMMHBIX CPEICTB

VcIpaHeHue [OCHEACTBHM  HHIMIEHTOB, BO3HHKIIMX B  IIpouecce
SKCIUTyaTallii aBTOMATH3HPOBAHHOM CHCTEMBI
Pacuer nokazaremnei 3¢ HeKTUBHOCTH 3aIUTHI HHpOpMALUY,

00pabaTsiBacMO#l B aBTOMAaTH3UPOBAHHBIX CHCTEMax
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VHCTpyMEHTANBHEIN KOHTPONb IOKa3aTened 3(QEKTUBHOCTH 3allyThI
undopmanuu, 06pabaTHIBAEMOi B aBTOMATM3HPOBAHHBIX CHCTEMAaX

Heo6xonuMbie yMeHHs

OHpeIleJ'DITL HCTOYHHMKH H IPHUYHNHBI BOSBHUKHOBCHHUS HHINJICHTOB

OueHuBaTh HOCIEACTBUS BBIIBIIEHHBIX HHIMICHTOB

OGHapy)XuBaTh HAPYIICHUS MIPABHII pa3TPaHAYCHHS JOCTyna

VCTpaHsaTh HapyLIEHHS IPAaBIII pa3rpaHHYeHHs IOCTYa

OCYIIICCTBJISITB KOHTPOJIb obecreueHUus YPOBHA 3alllMIOICHHOCTH B
aBTOMAaTH3HMPOBAHHBIX CUCTEMAX

Hcnonp3oBath KpI’IHTOI’pa(I)I/I‘ICCKI/Ie METOABI H  CpC€ACTBA 3allNThI
I/IH(bOpMaIII/II/I B aBTOMATH3HPOBAHHBIX CACTEMAX

Heo6xoauMble 3HaHUA

HopMaTuBHBIE IPaBOBbIE aKTHI B 00JIACTH 3aIIMTEI HHGOpMALH

HanuoHalbHBIE, MEXTOCYAapCTBEHHBIE M MEXIYHApOIHBIE CTaHAApTHl B
ob6acty 3amuThl HHGOPMALHH

PYKOBOJI}IH.[I/IC n METOAUYCCKHUC JOKYMCHTBL YIOJIHOMOYCHHBIX
(bCIleELTILHI:IX OpraHoB HCIIOJIHUTENLHOM BIACTH 110 3alUTe I/IH(i)OpMaIII/II/I

OpraHu3alHoOHHbIE MEPHI 110 3alUTe HHPOPMAIIUH

[IpMBEIMOBL  NOCTPOEHMsS  CPEACTB  3allMTBl  MH(pOpMamud  OT
HECAHKI[MOHMPOBAHHOTO JOCTYNA M YTEUKH 10 TEXHMYECKUM KaHaIaM

KpnTeme OLICHKH 3allIHINCHHOCTH aBTOMaTI/ISHPOBaHHOﬁ CHUCTEMEI

TexHuueckue cpejacTBa KOHTpoisi 3(QQEeKTHBHOCTH MeEp  3amlUThI
uHdopManuu

PernamenT HHGOPMHUpPOBAHHS IEPCOHANA aBTOMAaTH3HPOBAHHOM CHCTEMBI O
BBISIBJICHHBIX HHIUACHTAX

Pernament ydeTa BBIABJICHHLIX HHINJICHTOB

Pernament yCTpaHCHUsA MOCJEJICTBUH MHIUICHTOB

OcHoOBHBIE KpI/IIITOI‘pa(bI/I‘ICCKI/IC METOAbl, AQJITrOPHUTMBI, IIPOTOKOIJIBI,
HCIIOJIB3YEMBIC PARIE: S obecneueHus 3alllUThL an)opMaunn B
aBTOMATU3HPOBAHHBIX CHCTCMAaxX

Hpyrue

XapaKTCPUCTHKH

3.2.2. Tpynosas pyHKIusA

TMpoucxoxkaeHue TPy A0BOM
dyHKIIH

AJIMAHUCTPHUPOBAHHE CHCTEM 3aIMTHI Yposerp
Hanmenosanue  ypdopmaliuy ABTOMaTH3UPOBAHHBIX CHCTEM Kon | B/02.6 | (monyposens) 6
KBaJIMpuKaLuu
3aluMCTBOBAHO U3
OpuruHan X
OpHTHHAJIA
Kon PerucrpannoHHbIH
OpUrdHaia HOMED
npoecCHOHAIBHOTO
cTaHgapTa

TpynoBsle aeiicTBus

VY cTaHoBKa 0GHOBJIEHHH MPOrPaMMHOT0 00ecIiedeH s aBTOMATH3UPOBAHHON
CHCTEMBI

BBINOJHEHUE YCTAHOBJIEHHBIX Mpomedyp obecnedenus 6e30MacHOCTH
undopMamuu ¢ yderoM TpeboBaHHA d(dexTHBHOrO (PYHKIHOHHPOBAHHSA
ABTOMATH3UPOBAHHON CHCTEMBI

YipaBieHne NOJTHOMOYHSIMH JOCTYIIA IIOIB30BATe e aBTOMATH3HPOBAHHOH
CHCTEMBI
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UndopMupoBanne  HONb30BaTeNell O  HpaBMIAX  JKCIUIyaTalnd
aBTOMATH3MPOBAHHOM CHCTEMBI C Yy4YeToM TpeOOBaHHH 1O 3alluTe
uH(popMauu

[IpoBeieHHe 3aHATHI € IEpCOHATOM IO paboTe ¢ CUCTEMOM 3alUTHI
uHpOpMAallMd aBTOMATU3HPOBAHHOM CHCTEMBI, BKIIOYasd IPOBEACHUC
HPAKTHYECKUX 3aHATUH C IEPCOHATIOM Ha MaKeTaxX MJIM B TECTOBOW 30He

BHeceHwe HM3MEHEHHMH B OKCIUIYaTallMOHHYIO  JOKYMEHTaUMIO H
OpPraHM3alMOHHO-PACTIOPSAUTEIbHBIE JOKYMEHTB II0 CHCTEME 3allUThl
HUHGOPMAlMH aBTOMAaTH3UPOBAHHON CHCTEMBI

HeobxoauMbie yMeHHs

C03IlaBaTI>, yaasTb M U3MEHATH  YYCTHBICE 3allMCH IOJIb30BaTENeH
aBTOMaTHSHPOBaHHOﬁ CHUCTCMBI

q)OpMI/IpOBaTB ITOJIUTHKY 6e30macHOCTH IporpaMMHBIX KOMIIOHCHTOB
ABTOMATU3HPOBAHHBLIX CHCTEM

VcranaBnuBath M HACTpaWBaTh OIEPALOHHBIE CHCTEMEI, CHCTEMBI
ynpaBjieHuss 0a3aMH JaHHBIX, KOMIIBIOTEPHBIE CETH M IPOrpaMMHBIC
CHCTEMBI C Y4€TOM TpeCOBaHHii 10 00eCTIeYeHHIO 3alUTHI HHPOpPMALHK

Hcnonp3oBath KpI/IHTOFpa(l)I/I‘IeCKI/IC METOABI H CpEACTBAa  3alllUTHI
an)opMaunn B aBTOMaTHU3WPOBAHHEIX CUCTEMAX

PCI‘I/ICTpI/IpOBaTI: COGBITI/I)I, CBA3aHHEIE C 3al[UTOM nntbopmaunn B
aBTOMAaTH3HNPOBAHHLIX CUCTEMAX

AHanu3upoBaTh COOBITHSA, CBs3aHHblE C 3aMTOH HHQopManuu B
aBTOMATH3UPOBAHHBIX CHCTEMAX

Heo6xoauMblie 3HaHUSA

[Tpuamunel GOpMUPOBAHHS MOMHTHKH HHGOPMALMOHHOH 0€30IacHOCTH B
aBTOMATH3HPOBAHHBIX CUCTEMAX

ITporpaMmMHO-annaparHeIe cpeacTBa 3aIUTHI uHpOpMALUA
AaBTOMATH3MPOBAHHBIX CUCTEM

OCHOBHBIE ~ KpHITOrpaguyecKHe METOIBI, AaITOPUTMBI, MPOTOKOJEL,
ACHOJB3YEMBIE JUTsl 3aIUTH MHPOPMAIHH B aBTOMATH3MPOBAHHBIX CHCTEMAX

Mertonpl KoHTpOIsA 3PQPEeKTHBHOCTH 3alIUTH HHPOPMALMH OT YTEUKH IO
TEXHIYECKUM KaHaJIaM

Kpurepun OueHKH 95()GEKTHBHOCTH H HANEKHOCTH CPEICTB 3allUThI
IPOrpaMMHOT0 00ecIeueHHs aBTOMATU3HPOBAHHBIX CHCTEM

TexHuueckue cpenctBa KOHTpONS  3GQEKTHBHOCTH MeEp  3alIUTHI
uH(popManuu

[IpUHIMIEl OpraHH3alldd M CTPYKTypa CHCTEM 3alUTHI IPOrpaMMHOIO
obecreueHns aBTOMaTH3APOBAHHBIX CUCTEM

COIIep)KaHI/IC H NOpAAOK JACATCIIBHOCTH IIEpCOHaIa MO OKCIUIyaTalun
3alMMUICHHBIX AaBTOMATHU3MPOBAHHBIX CHCTEM H CHCTCM 06e30MmacHOCTH
aBTOMATHU3UPOBAHHBIX CHCTCM

OcHOBHBIE MCDPEI 110 3aIUTC I/IH(bopMaIII/II/I B aBTOMAaTH3HUPOBaHHBIX CHCTCMAX

Hpyrue

XapakKTEPUCTHKH

3.2.3. TpyaoBas pyHKIuUs

YnpaBiieHHe 3aUMTONR HHGOPMALHH B YposeHs
HanMEHOBAHHE | opT1OMATH3MPOBAHHBIX CHCTEMAX

Kon B/03.6 (momypoBeHs) 6
KBanHpHKaLHH
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Ipoucxoxkaenue TpyA0BO#I
¢$yHKIMH

3anMCTBOBaHO H3

OpuruHan X J——
Kon PeructpaupoHHBIN
OpurdHaia HOMep
npoecCHOHAIBHOTO
CTaHAapTa

TpynoBsle neicTBus

AHanmu3 BO3IEHCTBHS HM3MEHEHHH KOH(QHIypallud aBTOMAaTH3HPOBAHHOM
CHCTEMBI Ha €€ 3alUIIEHHOCTD

CocTaBeHHE KOMILIEKCA IIPABHJ, MPOUEAYp, NPAaKTUYECKHX IIPHEMOB,
NPUHIHUIOB M METOAOB, CPEACTB OOECNEYCHHs 3alllTHl HHQopManuu B
ABTOMATH3HPOBAHHOMN CUCTEME

OueHKa MOCIECTBHI OT pealM3aluu yrpo3 6e30macHOCTH MHGOpMalyu B
ABTOMAaTHU3UPOBAHHON CHCTEME

Ananms U3MEHEHUs yrpo3 6€e301acHOCTH uHpopManuu
aBTOMATH3HPOBAHHOM CHCTEMBI, BOSHUKAIOMINX B XOJE €€ 9KCILTyaTalluy

HeobxonnmMble yMeHHs

OneHuBars I/IH(I)OpMaHI/IOHHLIe PHCKH B ABTOMATU3HPOBAHHLIX CHCTCMAX

KitaccuuuupoBaTh 1 OEHHBATH YTPO3bl 6€30I1aCHOCTH HHpOpMAIMK

Onpefienars  mojiexamye  3ammTe  MHGOPMAUMOHHBIE  PECYpPCHI
ABTOMATU3UPOBAHHBIX CHCTEM

IMpumeHATh HOpPMAaTUBHbBIE TOKYMEHTHI o 3aIUTE oT
HEeCaHKIMOHMPOBAHHOTO AOCTyma K HHGOpPMAalMH H IPOTHBOACHCTBHIO
TEXHHYECKOH pa3BeKe

Pa3pa6aTBIBaTB MPCIOKCHHUS 1o COBCPINCHCTBOBAHHIO CHCTCMBI
yapasJICHUS 3alTHTHI I/IH(bOpMaIII/II/I aABTOMATH3NPOBAHHBIX CUCTEM

KoHourypupoBaTh  NapameTpsl  CHCTEMBbl  3alUThl  MH(pOpMauKH
ABTOMATH3MPOBAHHBIX CHCTEM

IIpUMEHATH TEXHAYECKHE CPEACTBA KOHTPONIA 5 PEKTHBHOCTA Mep 3allUTHI
uHpopManuu

H606XOHI/IMHC 3HaHHUA

OcHOBHbBIE METOJTBI yHpaBJICHUSA 3aI0ATOMN I/IH(bOpMaI_II/II/I

OcHoBHBIE Yrpo3sbl 6e30macHOCTH HH(bOpMaI_II/II/I U MOJCJIH HApYHIUTCIA B
aBTOMAaTHU3MPOBAHHBIX CUCTEMAX

MeToapl 3al{UTHI I/IHq)OpMaI.II/II/I OT HECAaHKIIMOHHPOBAHHOTO [0CTYyIla H
YTCUKH 10 TCXHUIECKHUM KaHallaM

HopmarrBHbIe IPaBOBHIE aKTHI B 00JIaCTH 3aIMTEI HHpOpMaIHH

HanmoHanbHBIE, MEXKIOCYyIapCTBEHHBIE M MEXIYyHApOAHBIC CTaHIAPTHl B
00J1acTH 3amATHl HHPOpMaIKH

PykoBomsiide W~ METOJMYECKHME  JOKYMEHTBl  YIOJIHOMOYCHHBIX
deiepabHEIX OPraHOB HCIIONHUTEIBHOM BIACTH MO 3aIIUTe HHOPMALHH

Hpyrue
XapaKTePUCTHKH

3.2.4. TpynoBas pynKuus

O6ecnieyenne paboTOCIIOCOOHOCTH CHCTEM YpoBeHb

HaumeHoBaHve | 3alATHI HHGOpMaNUK IIpY BOSHUKHOBEHUH Kox | B/04.6 | (nomypoBeHs) 6
KBaJIH(pUKaLMH

HEIITaTHBIX CUTYyalud




